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@ Nortel Antivirus

Get Rich Quick Schemes
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- You have visited adult or warez websites during past 3 days.
= Your homepage has changed and does not change back.

= Your computer performance has dropped down dramatically.
- You are suspecting someone is watching you.

Then your computer is most likely 0/0
INFECTED WITH SPYWARE. ’
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The Great Privacy Awakening

Trump Campaign Consultants Smart gadgets open door to stalking

Cambridge Analytica Found Guilty and abuse, say police
of Breaking Data Laws

DAILY BEAST

Dutch Petition Against Google's Location
Tracking Gets 50,000 Signatures

Apple FaceTime bug lets people
eavesdrop on your iPhone or Mac
without your knowledge

TIMES

Security News This Week: Employees May

Have Snooped On Ring Security Camera Feeds

WHRIAD
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Smartphones Are Arguably the Greatest Spying Devices Ever Created

Analysis of top 100 free apps for iOS and Android
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@ Symantec.

Flashlight - Torch LED Flash Light

RV AppStudios

Storage

* read the contents of your USB storage
* modify or delete the contents of your USB storage

Camera

e take pictures and videos

Microphone

e record audio

Location

e approximate location (network-based)
* precise location (GPS and network-based)

Photos/Media/Files

* read the contents of your USB storage
+ modify or delete the contents of your USB storage

Updates to Flashlight - Torch LED Flash Light may automatically
add additional capabilities within each group. Learn more
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Investor Insights

Alternative data to drive your investment models

From the 200M downloads

...and 90% adoptions rate

...we collect 120M “ping” locations daily

fall vs. revenue mddel. Then
irge and growing libragy of
jecisions before the rest of
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OF ACTIV] Ty,

10T DEVICES EXPERIENCE AN AVERAGE OF 5,200 ATTACKS PER MONTH
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loT an Entry Point for Targeted Attacks

A new breed of persistent, destructive loT threat conducting MITM attacks and targeting SCADA

I

VPNFilter: New Router Malware i@ Thrip: Espionage Group Hits Triton: New Malware Threatens

" with Destructive Capabilities o Satellite, Telecoms, and Defense Industrial Safety Systems

Attack Investigation . Symantec Security
Response Respon:
Secunty Response Tesm — Unlike most other loT threats, malware can survive reboot. . Companles Security Hn:w‘:v Tewn Sy s are p gainst new ICS maly

Symantec's artificial-intelligence-based Targeted Attack Analytics uncovers
new wide-ranging espionage operation.
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When it Comes to Security, the Cloud Is the New PC

The risks of cloud computing are becoming clear

O Poorly secured cloud databases continue to be the Achilles
heel for organizations

O At least 70 million records leaked from S3 buckets in
2018, many from very large companies, typically as a
result of poor configuration by the owner

O Numerous widely available online tools allow potential
attackers to identify misconfigured cloud resources

O Discovery of vulnerabilities in hardware chips also place
‘ cloud services at risk: Meltdown, Spectre, Foreshadow

- An attacker who rents space on a cloud server with the Meltdown
vulnerability could gain access to the protected memory spaces of
other companies’ resources hosted on the same physical server
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Living off the Land Tools & Supply Chain Weaknesses
Spur Stealthier, More Ambitious Attacks

The high-profile Ticketmaster
formjacking breach was the
result of a supply chain attack
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Targeted Attacks

GROWTH IN 2018

* More established, active groups are targeting more .
organizations than ever before — the number of
organizations targeted per attack group increased
from 42 to 55 between 2015-2018

* The number of attack groups using destructive .
malware grew by 25% in 2018

» Spear-phishing remains the primary vector for
targeted attacks

LIVING OFF THE LAND

» /ero-day vulnerabilities have become much more .

difficult to find, with only 23% of attack groups
leveraging zero days in 2018 down from 27% in
2017- has led attackers to adopt more Living off
the Land techniques
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MOTIVES

Targets are diversifying, with a growing number of
groups displaying interest in compromising
operational systems, e.g. Thrip targeting operational
systems that monitor and control satellites

Intelligence gathering is still the primary motive
overall

ARRESTS

Large increase in US indictments related to state-
sponsored espionage: 49 in 2018 vs. 4 in 2017
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Example of timeline of notable targeted attack incidents 2016
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Power outages in
Ukraine suspected
to be linked to
cyberattack
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Resurgence of sabotage

Shamoon est. 2012 est. 2014 Sandworm

Aliases / Distrack : Aliases / Quedagh, BE2 APT
* Tools, tactics & procedures o, Motives Tools, tactics & procedures o, Motives
u=m (TTP) www = Aggressive and highly (TTP) www = Political, military:
= Stage one: Spear- disruptive campaigns . = Killdisk disk-wiping threat cyber wing of
phishing, credential theft = Political: payload : = Stealth: deletes logs, BT(go.mg against
= Stage two: Disk-wiping includes political . removes attack artifacts raine
payload imagery

= Maximum disruption: blocks
access to recovery systems

Target categories & kel Known for : Target categories & regions ol Known for
regions :

et ® 2012 campaign . = Critical infrastructure, ===t ® Late 2015 power
* Energy against Saudi and - energy, media, finance outage in Ukraine
= Saudi Arabia Qatari energy sector - = Ukraine = War-dialing of
= Reappearance with . energy companies

broader campaign in
2016



John Podesta 2

From Wikipedia, the free encyclopedia

John David Podesta (born January 8, 1949) is a columnist and former chairman of the 2016 Hillary Clinton
presidential campaign.!'! He previously served as chief of staff to President Bill Clinton and Counselor to
President Barack Obama.!?!

John Podesta

He is the former president, and now Chair and Counselor, of the Center for American Progress (CAP), a liberal
think tank in Washington, D.C., as well as a Visiting Professor of Law at the Georgetown University Law Center.
Additionally, he was a co-chairman of the Obama-Biden Transition Project.[34]




Anatomy of a Targeted Phishing Attack

Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account
john.podesta@gmail.com.

Details:

Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139.239
Location: Ukraine

Google stopped this sign-in attempt. You should change your password immediately.

CHANGE PASSWORD

Best,
The Gmail Team

You received this mandatory email service announcement to update you about important changes to your Google product or account.

The branding looks consistent
(Google logo, shield logo)

The email is addressed to the
recipient (not “Dear Sir”)

The English is not broken
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Anatomy of a Targeted Phishing Attack

http://myaccount.google.com-securitysettingpage.tk/security/signinoptions/password?
e=am9obiS5wb2RIcCRhQAGLYWIsLMNVvbQ%3D%3D&M=Sm9obiBQb2RIcRh&N=SmM9obg%3

D%3D&img=Ly9saDQuZ29 I AXNICMNVbNRIbNQuUY29tLy1RZVIPOHJKkVGPp2WS9BQUFB...

myaccount.google.com

/gblgook

CHANGE PASSWORD

Best,
The Gmail Team
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Anatomy of a Targeted Phishing Attack

Google

One account. All of Google.

Sign in with your Google Account

& ] English (United States)

The login page looks identical

to the actual login page
(HTML was cloned)

Once the user submits the
username/password
combination, it doesn’t
matter what happens next

- Typically, the phishing page
redirects users back to
Google.com
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his is a legitimate email.

He can go to this link: https://myaccount.google.com/security to do both. It is absolutely
imperative that this be done ASAP.
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Where is technology going?
What are the policy implications?
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Cost of technology, compliance and skill
The Industry Faces a Looming Fiscal Spending Crisis

S @ SECURITY OPERATING COSTS

Existing Technology Footprint Annual Security Improvement

New Regulations

Labor Cost Increases

CURRENT

SECURITY BUDGET Subscription Expense Growth

6-8% ANNUAL
BUDGET INCREASE

\
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O Maintaining a Dual Environment (Legacy and Cloud)




The “going dark” of the internet

A Dark Internet Will Require Presence at Key Termination Points
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loT security can be as chaotic

{4 /4 {4 ”
Open Openness Closed
Easy to install Not open to new software after device leaves factory
(ke Y4
3 Protocols Thousands of Protocols
(Mostly UDP, TCP, IP) (Hundreds in each vertical)
uen Operating
5 Systems Dozens
(Mostly Windows, Linux, OSX, iOS, Android) (0S) (Heavily fragmented by vertical)
20k seat enterprise Scale 100M “things”
(Typical Enterprise) (Typical Car Maker)
All verticals have same Hardware/OS supply chain Fragmentation Each verticals has different Hardware/OS supply chain
“2” Chipset Many

X86 and x64 by Intel and AMD Architectures 8bit AVR,16bit MCU,32/64bit ARM,x86/64;12+vendors




The use of Al and cyber

Organizations Will Need to Depend on Automatic Security Capabilities

ARTIFICIAL INTELLIGENCE
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Issues to consider

Cyber as a distinct defense and international
politics discussion is here to stay

All defense projects will increasingly have a
heavier focus on cybersecurity

No single magical solution
Trust issues will continue

Militarization of some technologies is
inevitable

Cybersecurity moving towards SIGINT, EW,
sabotage and strategic warfare

Cloud computing, mobility, Al, loT, smart grid
and big data, new solutions and challenges
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UESTIONS
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